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Introduction

DSHS employees send Secure Email using Microsoft Office 365 Message Encryption (OME) to
confidentially communicate with DSHS business partners and DSHS clients.

Office 365 Message Encryption (OME) works with Outlook.com, Yahoo!, Gmail, and other email
services. Email message encryption helps ensure that only intended recipients can view
message content.

All Secure Email from DSHS will contain the following statement “You have received an
encrypted email from the State of Washington. If you require assistance, please contact the
sender of the message or your agency’s IT support desk”. See example below.

You have received an encrypted email from the State of Washington. If you
require assistance, please contact the sender of the message or your
agency's IT support desk.

Questions?

If your questions focus on the content of your secure email message, please contact the sender
of your message to ask them for assistance.
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How to Open a Secure Email from DSHS

If you receive a Secure Email from a DSHS employee, use one of the following methods listed
below to access the Secure Email. Pictured below is an example of a Secure Email you received

from a DSHS employee.

( @dshs.wa.gov) has sent you a protected
DSHS Emplmyey message. ’ mRep
email address

)
Click here to

read the Read the message
message

You have received an encrypted email from the State of Washington. If you
require assistance, please contact the sender of the message or your
agency's IT support desk.

This email message and its attachments are for the sole use of the intended recipient or recipients and
may contain confidential information. if you have received this email in emor, please notify the sender
and delete this message.

Privacy Statement

Email encryption powered by Office 365. Learn More
Microsoft Corporation, Cne Microsoft Way, Redmond, WA 98052

Non-Microsoft Account - Reading a Secure Email with a single-use code
If you're using a non-Microsoft email account or email program, you may receive a notification

that you've received a protected message and need to take additional action.

Desktop/Browser
1. Select Read the message.

2. You'll be redirected to a page where you can sign in and receive a single-use code.

3. Check your email for the single-use code. Enter the code in the browser window, then
select Continue to read your message. You will be able to securely Reply, Reply All, and

Forward from this window.
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Mobile
1. Tap Click here to read your message > Sign in with a single-use code.
2. You'll be redirected to a page where you can sign in and receive a single-use code.
3. Check your email for the single-use code and copy it.
4. Enter the code in your browser, then select Continue to read your message. You will be
able to securely Reply, Reply All, and Forward from this window.

Reading a Secure Email with a Microsoft 365 Account in Outlook or
Outlook on the Web

What is a Microsoft account?

If you use any of these services, you should already have a Microsoft account: Outlook.com, Office 365,
Skype, OneDrive, Xbox Live, Bing, Microsoft Store, Windows, or MSN.

Desktop/Browser

If you receive a protected email message sent to your Microsoft 365 account in Outlook 2016 or
Outlook on the web, the message should open like any other message. You'll see a banner at
the top of the message that informs you of any restrictions on the message. You will be able to
securely Reply, Reply All, and Forward from this window.

Mobile
If you have a Microsoft 365 account and you're using the Outlook mobile app, the message
should just open. You will be able to securely Reply, Reply All, and Forward from this window.

Reading a Secure Email with a Gmail Account

Desktop/Browser
1. Select Click here to read your message.
2. Select Sign in with Google.
3. You'll be redirected to the Gmail sign-in page. Once you sign in, select Allow.
4. Your protected message will display in a new browser tab. You won't be able to view the
protected message in the Gmail window. You will be able to securely Reply, Reply All,
and Forward from this window.

Mobile
1. Tap Click here to read your message.
2. Tap Sign in with... and sign in to your email account.
3. If you get a request for permissions, tap Yes or Allow to view the message. You will be
able to securely Reply, Reply All, and Forward from this window.
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